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Abstract
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threaded software. Since its creamn m 2009 Go has ma-
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open-source software. Go advocates fm the usage of mes-
sage passing as the means of inter-thread communication
and provides several new concurrency mechanisms and li-
braries to ease multi-threadi ing. It is imp

erating Systems (ASPLOS'19). ACM, New York. NY USA, 14 pages.
https:/doi.org/10.1145/3297858.3304069

1 Introducti

to und d the impli of these new Is and the
comparison of message passing and shared memory synchro-
nization in terms of program errors, or bugs. Unfortunately,
as far as we know, there has been no study on Go's concur-
rency bugs.

In this paper, we perform the first systematic study on
concurrency bugs in real Go programs. We studied six pop-
ular Go software including Docker, Kubernetes, and gRPC.
‘We analyzed 171 concurrency bugs in total, with more than

Go [20] is a statically typed language originally developed
by Google in 2009. Over the past few years, it has quickly
gained attraction and is now adopted by many types of soft-
ware in real production. These Go applications range from
libraries [19] and high-level software [26] to cloud infrastruc-
ture software like container systems [13, 36] and key-value
databases [10, 15).

A major design goal of Go is to improve traditional multi-
threaded and make Ppro-

half of them caused by ditional, Go-specific probl
Apart from mo( causes of these bugs, we also studied their
fixes, to duce them, and eval-
uated them with two publicly-available Go bug d

Overall, our study pmvides a better understanding on Go's
concurrency models and can guide future researchers and
prutmoners m wntmg better, more mlmble Go software
and in d and di is tools for Go.

CCS Concepts « Computlng methodologies — Con-
current « Soft and its en-

gineering — Software testing and debugging.

“The work was done when Tengfei Tu was a visiting student at Pennsylvania

easier and less error-prone. For this purpose, Go
centers its multi-threading design around two principles:
1) making threads (called goroutines) lightweight and easy
to create and 2) using explicit messaging (called channel)
to communicate across threads. With these design princi-
ples, Go proposes not only a set of new primitives and new
libraries but also new impl ion of existing

Itis crucial to unds d how Go’s new prim-
itives and mechanisms impact concurrency bugs, the type of
bugs that is the most difficult to debug and the most widely
sturl:ed [40 43, 45,57, 6l] in traditional multi-threaded pro-
there has been no prior
work in studying Go concurrency bugs. As a result, to date,
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l]# goroutine FI55EE vs Bl&E thread BI5HER (1)

Application Anonymous F. Per KLOC
Docker 33 112 145 0.18
Kubernetes 301 223 531 0.23
etcd 86 211 297 0.67
CockroachDB 27 125 152 0.29
gRPC-Go 14 30 44 0.83
BoltDB 2 0 2 0.22
gRPC-C 5 - 5 0.03
BXi<1# - Go i - Go Concurrency Bugs - 2019.09.12




l]# goroutine BI85 vs Bl thread FISHER (2)

Goroutine/Thread Ave. Execution Time
Workload
Client Server client-Go server-Go
g_sync_ping_pong 7.33 2.67 63.65% 76.97%
sync_ping_pong 7.33 4 63.23% 76.57%
gps_unconstrained 501.46 6.36 91.05% 92.73%

o gRPC-C HTHZIZRIATHS (B] G N AHLITHIA/ES 100%

W1 TIEMAREE L ZE1TBT EE, goroutine tt thread ERBEEMINE,
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[l & [RVERYfE SR (1)

Shared Memory Message Passing
Application
Mutex atomic Once WaitGroup chan Misc.
Docker 62.62% 1.06% 4.75% 1.7% 0.99% 27.87% 0.99% 1410
Kubernetes 70.34% 1.21% 6.13% 2.68% 0.96% 18.48% 0.20% 3951
etcd 45.01% 0.63% 7.18% 3.95% 0.24% 42.99% 0 2075
CockroachDB| 55.90% 0.49% 3.76% 8.57% 1.48% 28.23% 1.57% 3245
gRPC-Go 61.20% 1.15% 4.20% 7.00% 1.65% 23.03% 1.78% 786
BoltDB 70.21% 2.13% 0 0 0 23.40% 4.26% 47
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Figure 2. Usages of Shared-Memory
Primitives over Time. For each appli-
cation, we calculate the proportion of shared-
memory primitives over all primitives.
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Figure 3. Usages of Message-
Passing Primitives over Time. For
each application, we calculate the proportion
of message-passing primitives over all
primitives.
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Application Behavior Cause
blocking | non-blocking | shared memory | message passing

Docker 21 23 28 16
Kubernetes 17 17 20 14
eted 21 16 18 19
CockroachDB 12 16 23 5
gRPC 11 12 12 11
BoltDB 3 2 4 1
Total 85 86 105 66

Table 5. Taxonomy. This table shows how our studied bugs dis-

tribute across different categories and applications.
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Blocking Bugs v.s. Non-Blocking Bugs

s Shared Memory Message Passing :
Application |-yrree [ RWMutex | Wait | Chan | Chan w/ | Lib Application tradiﬁomlslh:f:n'_wf'::ggmup b Desce Pﬁ;“‘g
Docker 9 0 3 5 2 2 Docker 9 6 0 1 6 1
Kubernetes 6 2 0 3 6 0 Kubernetes 3 3 1 0 5 0
eted 5 0 0 10 5 1 eted 9 0 2 2 3 0
CockroachDB 4 3 0 5 0 0 CockroachDB 10 1 3 2 0 0
gRPC 2 0 0 6 2 1 gRPC 8 1 0 1 2 0
BoltDB 2 0 0 0 1 0 BoltDB 2 0 0 0 0 0
Total 28 5 3 29 16 4 Total 46 11 6 6 16 1

Table 6. Blocking Bug Causes. Wait includes both the Wait  Table 9. Root causes of non-blocking bugs. traditional:
function in Cond and in WaitGroup. Chan indicates channel opera-  traditional non-blocking bugs; anonymous function: non-blocking
tions and Chan w/ means channel operations with other operations.  bugs caused by anonymous function; waitgroup: misusing WaitGroup;

Lib stands for Go libraries related to message passing. lib: Go library; chan: misusing channel.
o 42% blocking bug BAHAZERNESH o 80% non-blocking bug H#ZRESIK
o 58% blocking bug HHEBEESH o 20% non-blocking bug HHEBEBEIESH

N3 5EBINAERBETERED bug MU RFE, ERPESFBLEXZENEFEZH Bug,
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Bug 1: Blocking - Shared Memory Docker#25384

var group sync.WaitGroup
group.Add(len(pm.plugins))
for _, p := range pm.plugins {
go func(p *plugin) {
defer group.Done()
}

f#F% . group.Wait() SLEXKAMRE, BN - } group.Wait()

group.Done() REMWFA—RX + group.Wait()

N7 FEBIMEZE bug MIREET Go A T #HHISLIIEX
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https://github.com/moby/moby/pull/25384/files

Bug 2: Blocking - Message Passing Kubernetes#5316

FERE - ANREAE timeout, NUIMA ch &EBIER func finishReq(timeout time.Duration) ob {
. ~ . - ch := make(chan ob)

goroutine SHFRAREKAMSE . ch := make(chan ob, 1)

goroutine tti®, go func() {

result := fn()
ch <- result // block
+(0)

select {

case result := <- ch:
return result

case <- time.After(timeout):
return nil

}
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https://github.com/kubernetes/kubernetes/pull/5316/files

Bug 3: Blocking - Message Passing (unknown source)

- hctx, hcancel := context.WithCancel(ctx)

fEFE . & timeout > 0 HfE, RECIER + var hctx, context.Context
context SWMBEHTEEMEN, & + var hcancel context.CancelFunc
if timeout > 0 {
goroutine j#iRE, hctx, hcancel = context.WithTimeout(ctx, timeout)
+ } else {
+ hctx, hcancel = context.WithCancel(ctx)
}

Fricts - Go IE - Go Concurrency Bugs - 2019.09.12



Bug 4: Blocking - Message Passing + Shared Memory (unknown source)

func g1() {
m.Lock()

. ch <- request // blocks
% 4 g1 [ channel &&E#EN, H select {

+

FEMERESESE Mutex 41 B g2 & + case ch <- request:
+
+

default:
EILLFEZEE Mutex %k, MMIEEBEKE }

BT } m.Unlock()

func g2() {
for {
m.Lock() // blocks
m.Unlock()
request <- ch

MEL5: Fi e HIH R RIS SHAIBAZE bug #35 Go MIFTHER RIBIBEN A X
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Go B3t sitelzFIRE 5 FHR

| Add;  Move; Change;  Remove;  Misc. |

Shared Memory
X : = Mut 9 7 2 8 2
©) WX lift ¥R w:itex 0 1 0 1 1
o lift(cause,fix) = P(cause, fix)/(P(cause)P(fix)) Msxa”gt;’;ssmg s 2 s 2 ‘
. Chan 15 1 5 1 1
o  Mutex lift value = 1.52 Chan w/ 6 3 2 4 1
Messaging Lib 1 0 0 1 2
o R :#m - #midle - #miclelocked - #msys > 0 Total 31 14 9 21 10
o REEREFRAN T L IE D KR Table 7. Fix strategies for blocking bugs. The subscript s
o stands for synchronization.
o fhm:
| Root Cause | #of Used Bugs | # of Detected Bugs |
o LEEREITH goroutine B, A% S HESE ShiAS Mutex 7 1
Chan 8 0
Z:%'IA%EEEBEE Chan w/ 4 1
o ) o Messaging Libraries 2 0
o BITETR#EZE goroutine E& 7 Go FERIEHHK Total 21 2
FRIE, REES &S EMhRSEEN goroutine, Table 8. Benchmarks and evaluation results of the

deadlock detector.

MEL6: KL HPAZE bugrl LI B RAERHITIEE, BXEMEEHE FE bug MIRRA X
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Bug 5: Non-Blocking - Shared Memory (Docker#22985, CockroachDB#6111)

fEFY - MBERNLEET SBMXERNTE.

func (m *mockcwlogsclient) PutLogEvents(input *PutLogEventsInput) (*PutLogEventsOutput, error) {
m.putLogEventsArgument <- input
events := make([]*InputLogEvent, len(input.LogEvents))
copy(events, input.LogEvents)
m.putLogEventsArgument <- &PutLogEventsInput{
LogEvents: events,
SequenceToken: input.SequenceToken,
LogGroupName: input.LogGroupName,
LogStreamName: input.LogStreamName,

N

}
output := <-m.putLogEventsResult
return output.successResult, output.errorResult
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https://github.com/moby/moby/pull/22985/files
https://github.com/cockroachdb/cockroach/pull/6111/files#diff-a7f2d9c7dc147a31309311a50721ed2b

Bug 6: Non-Blocking - Shared Memory (unknown source)

func (p *peer) send() {
p.mu.Lock()
defer p.mu.Unlock()
switch p.status {

case idle:
+ p.wg.Add(1)
A2E: - wg.Add(1) FTEEFE wg.Wait() go func() {
2 EIAT . P-g-Add()
p.wg.Done()
+(O)
}
}
func (p *peer) stop() {
p.mu.Lock()
p.status = stopped
p.mu.Unlock()
p.wg.Wait()
}

Fricts - Go IE - Go Concurrency Bugs - 2019.09.12



Bug 7: Non-Blocking - Shared Memory (unknown source)

for i := 17; i <= 21; i++ { // write
S I . — - go func()
A% 1 X goroutine HE, EF + go func(i int) {

goroutine Hi%, FLEBHELF. apiVersion = := fmt.Sprintf("v1.%d", i) // read

(1)

MELT: Vs HISEREXZNF bug RHEFHHF L& X SHH
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Bug 8: Non-Blocking - Message Passing (Docker#24007)

- select {
2% - WHEEES D goroutine A ) gz::u;;:c.closed:
default XXMM SEH channel #HERX + once.Do(func() {
%0, BRI, . close(c.closed)
-}
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Bug 9: Non-Blocking - Message Passing (unknown source)

ticker := time.NewTicker ()
for {
select {
case <- stopCh:
return
default:

}

()

select {

case <- stopCh:
return

case <- ticker:

}

fEF: . B stopCh #1 ticker RIHFEIK
, ticker TWIREE#MBEN LR, MMEE f
WEHIT— R,

+ + + + +
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Bug 10: Non-Blocking - Message Passing (Docker#21692)

- timer := time.NewTimer(0)
2% - % dur KFEHE ctx.Done() + var timeout <- chan time.Time

if dur > 0 {
MRIEFRE, Y dur NFEFIHN timer = time.NewTimer (dur)

Ctimer.C SUKISIEL, MTISHT + } timeout = time.NewTimer(dur).C
Bak[E], select {

- case <- timer.C:
+ case <- timeout:
case <- ctx.Done():
return nil
}

MER8: HIH R IESFHAIIERAZE bug X FHEZERNHEF SEH bug B
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https://github.com/moby/moby/pull/21692

JEPEZE bug HIE &

_Ada;mTﬁ)m In;t;:::ison P:‘)i:taate Misc. [ Mutex Channel Atomic WaitGroup Cond Misc. None]
Shared M Shared Memory
e diianal = 1 - 0] g traditional | 24 3 6 0 of o 13
waitgroup 3 2 1 0 0 waitgroup 2 0 0 4 3 0 0
anonymous 5 2 0 4 0 anonymous 3 2 3 0 0 0 3
lib 1 2 1 0 2 lib 0 2 1 1 0 1 2
- Message Passing
Mce;::ge FARing 6 7 3 0 0 chan 3 11 0 2 1 2 1
lib 0 0 0 0 1 lib 0 1 0 0 0 0 o0
Total 42 17 10 14 3 Total 32 19 10 7 4 3 19
Table 10. Fix strategies for non-blocking bugs. The sub- Table 11. Synchronization primitives in patches of
script s stands for synchronization. non-blocking bugs.

MR FRWHAZRNFRLSE RAZEE Go F3FEE bug MEREE FK
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o  HHETEF AT LLE T RIS FR A S T BGETT B SS9

o WMENWHTARENSEEEBESFRR, R ZERA

o HEHNMRANIIEINEE
o Happens-before Hix (Go RRAMBUIE ZFKNAE)
o Lockset &k

| Root Cause | # of Used Bugs | # of Detected Bugs |
Traditional Bugs 13 7
Anonymous Function 4 3
Lib 2 0
Misusing Channel 1 0
Total 20 10

Table 12. Benchmarks and evaluation results of the
data race detector. We consider a bug detected within 100 runs
as a detected bug.
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o K[ : RELFEE

Goroutine 1

o BIEBTHETEMHEEISE 4ENES  LINTEIe
=1
o m@ﬁﬁnrﬁg, BIAE IR AL, 10 mu. Unlock ()

happens-before Goroutine 2
mu.Lock()

a += 1

mu.Unlock()
b += 1

b FIREL £, EMAIERAZHME
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https://en.wikipedia.org/wiki/Vector_clock#targetText=A%20vector%20clock%20is%20an,the%20sending%20process's%20logical%20clock.

o M1 =>L5iP1: SFE A goroutine FNFHIF 4RI, Go B AIBE =4 E ZMH & Bug,

o  Zip2:
o  ME234,5=> HEEEAESHLHEZANEFEZHIEZE Bug
WEL7 => Go 5| ARIFTHIRIEIR B FNE R REFL R S HE £ 3+ % bughi/R A
WMERQ => BIEFHFE AR, JEREBLEEZRNEMEEDEINIEEZE bug
2O => Go FBEF BEMEAEEFIBIEAFHRIBE R TH— & £ IEFAZE bug MIFE, EAMITARER
BB B —MENTEMKIEEBIEFR

o O O

o M6 => £51£3: GorIPAE Bug MR FNE S EFMERA, FLABHBugBETERAFRE

o
&
b
o
11
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]\i?l_
>
S

 BERASEITIESIRE RS E LR E Go HIFEZE bug

O

WMELI => L5iL5: FRMBIERF N BFZ TR RHENFTAE Go FEIIEEEE bug.

i)

E1:0]SP AL
BETHFESHERFRAMRSE Bug, AUERBIIRESEAXERD FREHNTRERKILER.
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o BREREMXMBE: ARFEHEMNINE, EEATEIESREMNEDHEIF (Fin C++ R4t al LUER MPI 3k
SHCEREE), BRE— AR —AFILERES ?
o BEYISLENMIEE: goroutine A& {E A —Fh thread B multiplex, BASESEE R
o HFEXMANEE "HEGETEMMEEbug BS, XEANFEFEMIERE bug BELZ" XM EILE T IEE Y
, WEBEIBMIEX EME, BERSZEMZE (unbuffered channel, SHEBASE) . MEZAFEMIEX LTME, BR
SIrEEEE (RETERKERRF)
o FBEEBMMRAE:
o SBITERIEHERIFREERITAREBRERS, FiTHEMITAKREREE bug MEENQZREEXM;
o HIBEEENTREREHRIE=ZSEMN, BARATERTIEHIFE=E~EMIEEZE bug; happens-before LR
B E RIRMEREE, XTSI ERITE AR EEEXH
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#59 Real-world Go Concurrency Bugs

Q: FRIEER—T lift $BiRE?
A: FTAMBEIT R A R BB A 81T,

1. f&% person MXMERE GREXAED IX-YI/(IX]*|Y])

2. f&% Bayes 4% P(B|A) = P(AB)/P(A)

. Lift(cause, fix) = SHPEEM cause BFEAT fix #HTEEMBIE Rl cause MIMEZEFL fix MR =
P(cause, fix) / (P(cause)P(fix)) = P(cause|fix)/P(cause)

. iR 1 i, A fix §3 cause WIMEERIER cause BEHIEIE, B P(cause|fix) £9%F P(cause) F=& fix #
cause JHiL

. XF 1, %A fix S cause WIEELL cause BCHIEEKX, B P(cause|fix) > P(cause) => P(fix |
cause) > P(fix), Bl cause T fix MUMEZEL fix AEMHIEKX, EHX

. NF 1R, RE, EX

Q: FILE—TREIMAMEX G ?
A: WXEIRTARREREITEXEGERCX

) Julien Lange, Nicholas Ng, Bernardo Toninho, and Nobuko Yoshida. Fencing off go: Liveness and
safety for channel-based programming. In Proceedings ofthe 44th ACMSIGPLANSymposium on
Principles of Programming Languages (POPL '17), Paris, France, January 2017.

. Julien Lange, Nicholas Ng, Bernardo Toninho, and Nobuko Yoshida. A static verification
framework for message passing in go using be- havioural types. In IEEE/ACM40th International
Conference on Software Engineering (ICSE '18), Gothenburg, Sweden, June 2018.
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Q: EHEFPETHMEENXTHEL Bug BHEX, N Rust,

A HhitfEX R, BERBRRES X TUEE—RSiC.

Q: EEEI? CSP 1 Actor MEELH{T— TFRjEtE?

A: CSP #1 Actor KA R T IMENHE BEEHTIEE, Actor EEEREESMBIENAEE—NIERE", (HuslBNEEAHRXS
SHER A ERRIAKN, XMERT Actor MWIERIIREESBMNTRERMER, MAEBLEXMEBWRNMIIES K, BREMEEE—
HALPEEBIA, MEEFIELMLAXDN, NBXDPATE, RBPHEMRMERE CSP FEF—MEE, RittkEAmME, ELEH
THEEXNHBRERS B, BRIMAKXEN T —MNERER KEMEERFE XN ERIESEA T Eth ETEN R KB,
Q: FIEXMERRH L ?

A BFREXEERERADEN 1. THRCXMHRAZ BEVRERAERARAURAERRENAESD 2. THROCXHERRR, BEVIEXR
%, BHRIHE(IMERTERXEBCHAREEER,

Q: EMILRXAEIWB ?

A EITIXRIHEHIC X ZHBAE Go 1EE GitHub G FEM Wiki LFIIN  —MRERTHEKITI ArXiv, RS ELNEHA H R

o



https://arxiv.org/pdf/1902.01906.pdf
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Go channels are bad and you should feel
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o O O O
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