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Combining touch biometrics and motion sensors
for hand posture recognition and user authentication

CHEN Ya=xi OU Chang-kun

( School of Computer Science and Technology Southwest University for Nationalities Chengdu 610041 P. R. C.)

Abstract: This paper explored the key technology of posture recognition and user authentication for smart phones. The touch off-
set features( TO features) are combined with motion sensor features. Through an in-depth analysis of collected user data the
paper found the most effective feature combination. The experiment results also confirmed that the introduction of TO and mo-
tion sensor features remarkably improved the correctness of hand posture classification and user authentication. The outcomes of
this paper may bring implications for research on self-adaptive user interface and security authentication.
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. Table 2 Data Split Index ( fcID) Table
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2.2.2 2
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7
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8
0
14 58
2.2.3
17 Note: Index 1 to 4 are used for the posture recognition model and user
XY authentication model simultaneously but Index 5 to 8 are only used for the
0 user authentication model.
2.2.4
1 (feID) 16 Scikit—
Table 1  Feature Combination Index ( fcID) Table Learn 7 - kernel = linear” max_
(XY) (TO) iteration = 500000 test_size =0. 3 random_state =42.
0 (xy) (10X toY)
1 (x y ATTIroll) (toX toY ATTIroll)
2 (x y ATTIpitch) (10X toY ATTIpitch) TO XY
3 (x y ATTlyaw) (toX toY ATTlyaw)
4 (x y ACCEx) (toX toY ACCEx)
5 (x y ACCEy) (10X toY ACCEy) 2.3
6 (x y ACCEz) (toX toY ACCEz) 6
7 (x y GYROx) (toX toY GYROx)
8 (x y GYROy) (toX toY GYROy) )
9 (x y GYROz) (toX toY GYROz)
10 (x y ATTI) (toX toY ATTI) 6 10
11 (x y ACCE) (10X toY ACCE) A
12 (x y GYRO) (toX toY GYRO) PIN . 2
13 (x y ATTI ACCE) (toX toY ATTI ACCE)
14 (x y ATTI GYRO) (toX toY ATTI GYRO)
15 (x y ACCE GYRO) (10X toY ACCE GYRO) 2880
16 (x y ATTI ACCE GYRO) (toX toY ATTI ACCE GYRO) 2.4
: 0 ATTI
272
ACCE GYRO
Note: Index O as the whole analysis baseline and the ATTI ACCE XY
GYRO express using attitude accelerometer gyroscope feature respectively. TO 2
2 0
1 4 dsID 3
5 XY TO
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Fig. 2 All Classification Error Rate Results

Note: The vertical axis expresses the fcID and the horizontal axis express the index of using different dsID. The red and blue color

shows the results of classification Red color more deeper indicates that the classification error rate more larger and vice versa.
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(b) 19.5%
H,:
16 9 (toX toY gyroZ)
p=0.000 < « (p =0.000
<o ) .
2.5.2
(c)
36%(p=0.007< a p=0.002< ).
1 (toX toY ATTIroll) N (36%)
10 (toX toY ATTI) ( user-specific)
13 (toX toY ATTI ACCE) ( device-specific)
14  (tX toY ATTI GYRO) 2.5.3
16  (toX toY ATTI ACCE GYRO) 1) 3
5.52%
H,:
( <0.5%);
) 23.20% p =0.000 < « 2)
0. 0351 (0. 0026)
3
Table 3 Authentication Model error rate results when posture is given.
(%)
dsID 5 7 8
feID XY TO XY TO XY TO XY TO
0 38.22 6.35 36. 17 6.41 37.42 6.38 37.89 6.31
1 25.72 6.35 24.02 6.17 24.89 6.11 20. 06 6.08
2 29.57 6.22 27.19 7.32 26. 96 6.03 25.21 5.89
3 28.22 5.82 25.87 5.72 26. 19 5.70 24.61 5.60
4 27.73 6.35 23.91 6.41 27.45 6.32 24.53 6.12
5 31.32 6.37 28. 68 6.25 30. 46 6. 10 27.93 6.09
6 34.37 6.35 32.49 6.27 36.77 6.38 34.57 6.31
7 36.48 6.35 33.15 6.41 33.89 6.38 33.03 6.31
8 33.86 6.35 33.32 6.41 32.29 6.38 32.73 6.31
9 33.43 6.35 32.05 6.41 33.38 6.38 30. 49 6.31
10 16. 12 4.77 15.72 4.78 15.26 4.10 12.18 3.55
11 26.51 6.11 25.17 5.96 28.32 7.00 24.26 5.63
12 36. 31 6.35 35.90 6.41 34.54 6.38 35.74 6.31
13 14. 81 5.09 13.87 4.18 14. 02 4.97 12. 62 3.47
14 13.10 5.32 12. 86 4.22 14.28 3.94 12.59 4.94
15 27.26 6.09 24.07 5.78 25.45 5.64 23.20 5.56
16 12. 89 4. 60 12.23 4.83 13. 41 3.90 12.58 3.31
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Fig. 3 ROC curve of participant 5 and 10

Note: all confiscations”dsID are 1 blue curves”fcID are 16 red curves”fclD are 0.
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Fig. 4 Gyroscope curve cooperation when using different hand to input PIN Code.
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